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A New Era of Digitization

Brings a new era of security challenges

More loT devices
connect everyday
Expanded

attack surface

Users work from Workloads are moving to
anywhere across many the cloud
devices Loss of control

Loss of visibility

Threats are more
numerous and persistent
High likelihood

of a breach




Multi-vector
multi-stage threats

Flooded
with products

O Lack of talent



The Security Effectiveness Gap

Capabilities



Do you have an effective security posture?

Time

Threat Detection Response



Cloud-Delivered
Intelligence

Best of breed
Portfolio

Integrated
Architecture




Cisco Security Architecture

Threat intelligence = TALOS

Network Endpoint

Services




Unmatched Visibility, Threat Research, and Analytics
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600 Billion 16 Billion 3.4 Billion

Email Samples Web Requests AMP Queries

19.7 Billion Threats Blocked DAILY

About 3 threats
per person

EVERY DAY

7.5 Billion

Total World Population







Network security was focused on the perimeter
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Cisco has embedded security into the network

DO

Network Security

Intent-based
Network Infrastructure

= de D

SECURITY



Threats changing by encryption

According to Gartner's forecast,

by 2019 80% of traffic is encrypted ,‘
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Malware

Cisco Threat Grid, 2015
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- ExpanSion of use of encryption - BUdget allocated to IT for eanthion Source: Thales and Vormetric



Protect the Business:
Encrypted Traffic Analytics

Visibility and Malware Detection without Decryption

Malware in Security AND Detection
Encrypted Traffic Privacy Accuracy

ETA algorithms analyze No information 99.99%
multiple network data sources is decrypted Accuracy



Cisco Security Architecture

Threat intelligence — TALOS

Network
Endpoint

Services




Uncover the 1% with Cisco AMP for Endpoints

Stop malware Eliminate blind spots Discover
Using multiple detection and The network and endpoint, unknown th reats
protection mechanisms working together across all

: With proactive threat hunting
operating systems



See once, block everywhere

Share intelligence across network, web, email, and endpoints to see once, block everywhere

Threat Grid
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Cisco Security Connector

The first ever security application for iOS

@ Cisco Umbrella
Advanced Malware
Protection (AMP)




Cisco Security Architecture

Threat intelligence = TALOS

Network Endpoint

Services




Most Everyone using the Cloud

Organizations increase reliance on the cloud

34%

will use multiple clouds

53% $3.6B

manage over half
of their infrastructure Cloud security market by 2020

in the cloud



Multicloud Security — What’s needed

Security to get Security for Security for
to the Cloud SaaS Apps Public Cloud

Visibility & Protection

Secure Internet Gateway
(S1G)
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Talos brings the intelligence —
Smarter every day

Microsoft Shadow Brokers WannaCry
vulnerability identified exploit leaked ransomware released
Mar 14 Apr 14 May 12
s () S

Talos detects vulnerabilities Talos detects vulnerabilities Customers with NGFW, IPS,

i Iread tected
Customers with NGFW, IPS, Customers with NGFW, IPS, MITEL RSl TR
Meraki MX are protected Meraki MX are protected Plus

AMP caught the payload and
Umbrella blocked the callout



Cisco Security Architecture

Threat intelligence = TALOS

Network Endpoint

Services




I I Cloud-managed network security, cloud—managed UTM,
CI SCO Se curl t Cloud Threat Analytics and Sandboxing, Cloud Email Security
Portfolio

SaaS APPS,
PUBLIC & PRIVATE

Cloud Access

Best of breed products integrated to
protect all key vectors INTERNET as Security;
Users Data Apps loud
CISCO SECURITY Secure Internet ecurity
AS A SERVICE Gateway Analytics and
Workload
NGFW/NGIPS Security
Web/Email
Gateways UTM/Router  Endpoint Security and Roaming Protection;

Secu rity2 \V/=/\|
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THE SHIFTING GD GO GO GO @GS @ @G @ | NVIANAGED LOCATIONS
NETWORK/DATA CENTER LOCATIONS ENDPOINTS

Security Analytics; = NTERNAL
Network Access ' a8 O loT | hoERNAL
Control; Software- Users _Endpoints

defined segmentation
1. Not the same as cloud security
2. ISR Firepower services



Network Umbrella
ISR/ASR

Advanced
Malware

Web www % NGFW/NGIPS



Automation See more Better protection
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Integrated Portfolio Security/Response

Query Visibility .o' Respond in
o .
8 AMP for Endpoints
and Umbrella

Umbrella
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Cisco Security commitment

5K 250 . 100x : 19.7B : 9%
People strong . Threat . Faster finding . Threats blocked . Security
< researchers i breaches H daily s effectiveness
#1 : Billions :  owie i |ntegrated : 88%
Cisco priority §Sourcefir;nves'ljc:rgat6rid § |nn0vatI0n § Best of breed portfolio § F(é'i':lcigielguoriltjxsfe
Lancope Cognitive

Neohapsis Portcullis
OpenDNS Cloudlock
Observable Networks
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