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Huawei at a Glance
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Leading ICT Products, Solutions, and Services

Hundreds of millions of i
( ( Global carriers ( Globianldeur;tﬁirepsnses, Global cloud users

Cloud
Products & Services

Fast growth, reliable and secure

Serving global industries/ _
‘ services for customers

large enterprises

N

vodafone
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companies in
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Fortune Global Fortune Global

94 cioud 50+
services in
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Global cyber security engineering capability and technology

Sec Design, Sec Test, Emergenc
and Research, Sec Authentic

Sec ecosystem
building

Sec technology
research

Threat analysis Sec coding Sec compilation

Device Security Technologies

Sec technology
plan

Security

Sec design Fuzz test certification

Vul. Mgmt.

Finland Security Team

Darmstadt

- S&Design, Sec Test, Sec Tools
N

Fi!angzhou, Shanghai Security Team

-\
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, Sec Standard

Toronto "

Enterprise security solutions

Process
compliance

Shenzhen Security Team

Threat analysis Sec coding Test design Sec training

Sec design Sec consultant Test automation




Austria ‘ N n China

ong Kong, China

Australia

CO Mercial NB-IoT networks in 28 countries




17509 04 05

aw Words Future New
From ... Technology  Regulator
Visions Frontiers

Huawel How to Build.
Introducti Trust with
Soyvernmentssdechnology

Glogzilly eS|

Proviade




Digital technologles and our?o‘tk\/. //

* Digital technologles are having bigger and bigger ro‘e in ol
society .

* Evolution of technology is not going to sto& but accelerate 2
diversify in expansive way

are introduced to contribute to this development,

* Great amount of new technologies, new players and _".
happening as we aeak ﬁ
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Telecommunication is bordede‘
.

-
World telecommunication is based on borderl
multivendor environment

/’

Cybersecurity needs to be also therefore borderless

Governments are understanding meaﬂng of critica
infrastructure and are looking tool‘nd means to pri
that “

According thel“atlonal competenses they ha‘ u = 0-
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Telecommunication

Long span, pragmatic, holistic
From standardization to pr.,,:

Decisions made now, will im
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Huawei Actively Participates in Security Standards Activities, Submittil
Teams and Groups of Standards Organizations and Leading \Wo

Huawei's Influence in the Industry

Participation and contribution to standards organizations: 154 of our proposals to 3GPP SA3 and over 60 proposals to ETSI NFV were
approved in 2016. We also filled 17 chair/vice-chair positions in standards organizations.
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World Class Standards

ETSI //7%\\\ ‘ & — COMPUTING GROUP -

Top Contributor Number 2 Board Member Board Member Executive Member 4 Working Group
in the NFV Contributor in the Drafts, Leading and
Security Group SA3 Work Group, Hosting DOTS

Promoting 5G
Security Projects

I2NSF Working
Groups



New Possibilities

Greater attack surface, j

increased vulnerability
Traditional boundaries of /
defense are blurring d

L B \NR ¢

Increased risk of leaks,
greater harm

o B N\

All things connected

Resource sharing and
open platforms

Greater data insight ’



Not to overlook legacy Cyber .ac‘ltifﬁj s

T7 -
NFV security
threats

SS7/IPX/Diam

eter threats

T6 —
Forced 3G/4G-

T2 -

loT security S
to-2G fallback
threats

T4 - - T5-
T3 -

False GSM

base stations

Air interface DoS attacks

protocol-based over air

. user tracking interface



Technology

Cannot alone built
trust




Trust is needing more then
superior products

creating

It is also relevant how you are cr
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‘way people are employed, trained, motivated and their performance managed, often
2termines the difference between success and failure — not just for cyber security but
-

accommodate appropriate cyber security design, development and deployment, as well
as investing in the next generation of products.

A balance of end-to-end checks and balances supplemented with tiered independent
security verification ensures a “no shortcuts” approach and protects customers’

~ |investment and services.

End-to-end cyber security means a vendor must work with its suppliers to adopt best
practice cyber security approaches.

Ensure that throughout every stage of manufacturing and product shipment, no security
risk has inadvertently or intentionally been introduced.
e is not much point in focusing on designing your products with security in mind if
come to deploy your technology, or support and maintain the technology, this
2 in a secure way.
t to do in a “crisis”, ensuring senior executives are informed to make
scisions and working effectively with customers and stakeholders ensures that
ormal service is restored quickly and safely.
Root-cause analysis demands an ability to forward and reverse trace every person,
every component from every supplier in every product for every customer.
Rigorous audits play a key role in assuring the Board and senior company officials, and
assuring your customers, that the appropriate policies, procedures and standards are
being executed to deliver the required business outcomes.
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Companys external Cyber Security trust creation

Innovation and external recearch programs

Standardization proposals

Open source contribution
Patenting'and cross licensing

Interoperability testing

Certification
Transparency creation

Cooperation with Governments, authorities and customers

Thread and Security info sharing
Media and PR
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.. Enhancing security
through collaboration

erifyes your trust buﬂdm§
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Workmg.hard to bring transpar&cy’lobal

Understandlnaatest regulations
L

Values

Using best local resources availble

"
Gaining trust trough technical squ&ns and coqper . l “|

Be ready to pr.ie support when needed

— o




74 04 05

aw-Words Future New
Etom.. Technology  Regulator
Visions Frontiers

Huawei to Build
Introducti Trust with
Governments: lechnology

glopally. Es

~foviae




Cybersecurity Mar

S mitgation ec.)
servce (e.g. SDWA N, FW as Servtce etc)

ers, please pecify

Cybersecurity Market Size & Growth

* 2015: Worldwide Estimated - $97 Billion
* 2020: Worldwide Projected - $170 Billion

— North America: - $S64Bn — 10.0% CAGR (38%)
— Europe: -$39Bn— 7.2% CAGR (23%)
— Asia-Pacific: - $38Bn —-14.1% CAGR (22%)
— Middle East & Africa: - $15Bn — 13.7% CAGR (9%)
— Latin America: -$14Bn —-17.6% CAGR (8%)

(Source: “Micro Market Monitor” & “Markets and Markets” —
Estimated and Extrapolated from projections for 2014 — 2019)

* 2025: Worldwide @ 10% CAGR - $275 Billion

CyberSecurity Vision: 2017 — 2027 & Beyond
k = "In mg a‘ Maptlve&Neu al Sect umy
34™ International East/West Security Conference -




The state of the cybersecurity market today

| ey _ Fragmented market with many

Network Frewa Network Mo toreg Endposnt Pre om . WAF & Application Security players
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Cybersecurity services are
lagging behind the technology

. anoera
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B o Gomin. \ oo @SOrTYY O racan 9 > solutions portfolio addressing
multiple areas of customer

security needs




Dlutions, Reference Cases

Re ce Architectures

Smart City 230+, Energy 190+, Bank
300+, Transport 220K+ km

Horizontal
Solutions

Industry Awards, Analysts \
Recognition, Reference Architecture

Products Security rivacy

Capabilitie

Security

, STRIDE1,

Common Criteria, PCI DSS, FIPS,
ISO/IEC17025,

Huawei ICSL, UK CEC

3rd Party Tests and Reviews

ISO 9001, ISO 27001

ISO 1&1, ISO 18001
Ecova '

or thinking about computer security threats. It is often used by security experts to check the

“system for po e threats. S: g, T: Tampering, R: Reputatlon I: Information Disclosure, D: Denial of Service, E: Elevation of Privileges




Industry

Public Safety Finance Energy Transportation

Manufacturing OMEers are increasingly demanding a complete set

3 Cloud 5 £ § urity services from SOC to training
@ .- S i .. ]
c X é < c ority of the organizations do not have security
e - T 2 % xpertise and need to rely on 3rd party
8 o Applications © ® : - 4 .
N . = 2 y few'organizations can deliver E2E security
g M 2 IS services — typically only large system integrators and
> & & . = consulting firms
> @ Data o o
o < < S . . .
> = e > : Frequently requested cybersecurity services
5 < c [ ]
3 © ke a) SOC
[72] >0 %2 -
= =z © : . ; :
E g S PNetwork = 7 b) Security solution architecture and design
= O () ) ! :
% ssg " o 5 c) Configuration hardening
o O Solutions validation
§ Host Endpoint (Mobile, Server, WS =, :
- ) abilities assessment and penetration test
()
= anagement
® loT End Point mpliance and Audit
O » . " .

h) Training



Security knowledge

Threat modeling tool base system

@j MS TMT

Security test design tool

Cppcheck ] In-house code check rule Desktop code check tool

Vul. investigation system

EosTieY
Source Code Audit (' ty -
i klocwork JI_ [T

Y symantec. {7 McAfee B TREND | -~ Antivirus cloud Digital signature platform

Attack Simulation al ___hping__| Attacker tool Protocol test tool suite

‘ Burp Suite @Ren‘m D Ovmmann ‘ b
U Mcafee vl RAFIDD CHIPSEC

Nexpose

onsrocus N I N @ Quanys
SP, i:RENT Peach fuzz tool

Security test cloud Sensitive data scan tool

A3 NGSSQuirrel
3 Quirre APK security analysis

platform

OVM

a%gggg%ecrﬁrg%l Security hardening tool

i
A

Guce IR

Penetration Test -l_
Simulation [ﬁ]metasploit




Huawei Security Products Portfolio

Flagsh'ip

Security Consulting

Security
Service

Cloud

*'ﬁ Sandbox

J

Security .
" USG9000V FireHunter6000 Cloud Sandbox
DDoS Mitigation | gg &s Sé‘f tgh
n —_ . _dimcaguo - curity Blade
- s = Y E?Lﬂ‘n'am I I A
Network ﬁ , |
Security ﬁ — - .l y ' I "“T”_"'—_J
AntiDDoS1600 AntiDDoS8000
. c e (f .
agﬂ;gg (Log Correlatio ‘ VCIS ‘-r:_- Gkl o
n J S Series CE Series

ment SDN Controller

Switch Switch



Education

1000+

Companies Road/ Railway km 600+

1870020, D/ron 1t y a0+
o i Airports

A ‘ Service partners : 2,900+

MmpD

CAD4 o . ,‘ intel) p— BOSCH .4 HEXAGON
\ - nam :



3 main components
effective _seeurity solul
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Google puplex really works and testing

beqms this summer
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STUDY
For the TERR committee \\:::H

Virtual currencies and terrorist
financing: assessing the risks
and evaluating responses

— el

More recently, the European Commission’s Supra-National Risk Assessment (SNRA)
published in June 2017% finds that VCs pose a 'significant risk’ because they are not yet
regulated in the EU. However, in describing the level of threat, the SNRA noted that whilst
VCs have gained in general popularity, evidence of their expansion amongst terrorist
organisations has not matched the pace of adoption amongst cybercriminals, with known
cases of TF involving VCs remaining low.5®

Counter-Terrorism

Policy Department fo
Directorate C

s and Constitutional Affairs E: E

es of the Union




-ETHNews. \”* ETHERLive $435-1 4 ) USD ETHEHS&;:’)

24hr $135,556,981.95

Thursday Jun 28th 2018

NEWS ~ RESOURCES ~ MEDIA PRICES SUBMIT ~ Q

China Mobile To Develop Blockchain Platform For Faster
Top-Ups

NEWS - APPLICATION
By
NATHAN
GRAHAM

WRITER
ETHNEWS.COM Increased customer requests for more data.

The telecommunications company is looking to blockchain technology to appease

One of China's largest telecommunications companies, China Mobile

Corporation, is looking into how blockchain technology can help solve mobile

data issues.




=I THE MARCH OF FINANCIAL SERVICES FIRMS INTO BITCOIN

& BLOCKCHAIN STARTUPS Smart Contract

2014 -2017 YTD (2/13/2017) r"’é{?
@ it Payments and money transfers
BOVA A AP omax Digital Wallet
QASX Deloitte. . d e, )
0N M‘ m NERCS boi Linking digital to physical
USAA (O)h ENruacstBN AMRO P
il DR anvorn O $Sag oo, Cloud storage
NYSE hsqw, “:@ P HiE Rcate I _ :
WeBUSH O~ o T%c 0 ). Gift cards and lojalty rograms
ScME Group L Mizwio LaPERO Wills and inheritances
VI.SIAIA accenture SEB il )
Pl j'lx:' s | o Charity
Jm’—"ﬁl Jan-15 uun|-'5 JarL-‘fé Jur|w-‘6- uarL-‘T CrOSS border payments

Compliance and KYC
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Regulators

Building a trustworthy, trar
collaborative and open cyl



R

Ssues are regulated based on
1d motivated with good

all



NC acelves

shift in business

-investigation rights to fight file-

)ased on suspicion
Known, nor




Under Amor
MyFitnessPall data
breach: 150M users |-=
affected

Theft of $81 million [
from Bangladesh's &%
bank

Over 146M social
security numbers,

other sensitive
 information exposed

A flaw in a connected alarm system
exposed vehicles to remote hacking

s, industries, and users need to reach out,
er, and assume their own cyber security

oonsibilities.

Inconsistent and outdated

- Rapid technological advancements laws and regulations

Lack of international
standard

Over-politicization and
protectionism




¥ ® The GDPR of EU has taken effect from

May 2018, the Cybersecurity Law of China
has taken effect since June 2017, and

Japan amended its Cybersecurity Basic
Act in 2016. Stricter requirements are

added to laws for personal data protection.
The following industry regulations have

high requirements on data confidentiality

(data encryption), data integrity (WORM),

2700027007 g = pk Secuity data availability and traceability (security

4 audit): PCI-DSS (finance), SEC Rule 17a-4
' (securities), HIPAA (medical care),

Sarbanes-Oxley (listed company), and
NIST/BSI (government).

Industrial standards organizations such as
ISO, CSA, SNIA, and TCG release data

security requirements, such as the SED
and TPM requirements defined by TCG.




Privacy.and European GDPR’

"The General Data *ecﬁon

Regulation (GDPR) is a Regulation in ’
the making by which the European
Commission intends to strengthen

and unify data protection for
individuals within the European

Union (EV).”

-Privacy by Desi*n

d by default-

NIS Directive and European Crifféa
- »

” The NIS Directive provides legal
measures to boost the overall level .
of cybersecurity in the EU by

ensuring:

eMember States' preparedness by
requiring them to be appropriately
equipped, e.g. via a Computer
Security Incident Response Team
(CSIRT) and a competent national :
NIS authority” o

The Directive on security of network and >

-Seeritygoesi'\- riemaen syt (8 Breh) ?
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1g In the ecosystem

S needed to
stems and users

rrent legislation
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Sked, if it should
net’s administrative

| whether it should reassert its control
fectively reversing a handover to

go. In effect the US would regain
aent that oversees the world’s

network protocol number

gether the global internet as we
ardship of IANA in 2016.
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