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About SecureKey

& Founded in 2008

& Headquartered in Toronto, Ontario; offices in Ottawa, Montreal,
Boston, San Francisco

& Mission: to build highly scalable trusted identity networks that enable
organizations to quickly and easily deliver high-value online
secure services

& Powering Major National Digital ID Networks in Canada, US and UK

&  World-class group of venture and corporate investors, strategic partners

n\me Financial Group l)(*s]dr(lins g:L'SNAL \\3;3 s Scotiabank’ ﬁ} Canada Trust

RBCH

'ihtgl)capita\ DISCOVER & ( O RvP —~ TELUS VISA

Blue Sky
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80+ departments
8 million registrations

99.99 availability

Integrated at Affinity Credit Union, ATB Financial,
BMO, Choice Rewards, CIBC, Desjardins, Caisses

Populaires, National Bank, RBC, Scotiabank,

Tangerine, TD, UNI
Full customer indemnity agreements, call center

support, soft handoffs, operational processes in place.

Canadian Revenue Agency
ditos://www.canada.ca/en/revenue-
Selection Option 1 — Sign-In partners >


https://www.canada.ca/en/revenue-agency/services/e-services/e-services-individuals/account-individuals.html

Northwest
Territories

Newfoundland and Labrador

-y
British
Columbia

Quebec
Alberta

Manitoba

Saskatchewan @ Ontario
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BC Services Card secURE(E)

EMV chip in the Card
 Enables service for the lowest

common denominator
* One Card Vs 2 in the Province
* Eliminated Fraudulent Cards

* |ncludes the reader software and
mobile reader/validator

4 million+ cards in market

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.



SECURE@

Identity

validation
IS broken

It needs to work In:
& Call centre

& In person

& Online




Data Breaches 2017

2017: ANEW “WORST YEAR ON RECORD"” WITH OVER 5,200 BREACHES EXPOSING 7.8 BILLION RECORDS

7,800,000,000

7.8 BILLION 5,200 publicly 20,832 published

records were exposed in reported data breaches vulnerabilities in all
all of 2017 in 2017 of 2017

DATA BREACHES BY INDUSTRY IN 2017

? S
40% 39.4% 8.1% 7.2% 5.3%

UNKNOWN BUSINESS MEDICAL GOVERNMENT EDUCATION
SECTOR

STATISTICS FROM: VULNDB — RISK BASED SECURITY; DATA BREACH QUICKVIEW
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https://pages.riskbasedsecurity.com/hubfs/Reports/2017%20Q1%20Vulnerability%20Quick%20View%20Report.pdf?t=1495556702990&utm_campaign=2017%20Q1%20Vulnerability%20Quick%20View%20Report&utm_source=hs_automation&utm_medium=email&utm_content=52166475&_hsenc=p2ANqtz-9nr18WCuuNAJy4IOd7b5Kku_2Uvs7uLvsZ6rOQ5OHVSFld_EnCnkFFojS0x8-j0ND2T3soOcoRf4UvH1eOWGmU5yCzGhgvh0iSB9rnoHvrjzSpR30&_hsmi=52166475
https://pages.riskbasedsecurity.com/hubfs/Reports/2017%20Q1%20Data%20Breach%20Quick%20View%20Report.pdf?t=1495556702990&utm_campaign=2017%20Q1%20Data%20Breach%20Quick%20View%20Report&utm_source=hs_automation&utm_medium=email&utm_content=51679233&_hsenc=p2ANqtz-8ohudgBzKqCr9xXscQ2j0_5Sk5AMjl8te15sqf0RvJdRxqGuXB0YWNlMVV5rsOEsKuc1XA09DeLE3MX78gP2JIGfeDSHT8gfnPF_kIgOfWOrYyR_Y&_hsmi=51679233

Driver’s License: the Gold Standard?
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Technology

Reviews plndon Imernet security

B oe s mx

= "o
Peace sign selfies could let

hackers copy your
fingerprints
el e S

Apple Face ID Fooled Again' -- This Tim

Hackers Spoof Samsung Iris
Scanners With A Photo And
Contact Lens

Q Thomas Fox-Brewster

The Vietnamese hackers who mex] earlier thas month to
have fooled Apple’s Face D with & mask costng bess than
$150 are back. But thes time, their evidence is more

compelhing

Whereas in thewr previous attack researchers from
Googan aad Damielle Dessetrion, 1 Vietnamese cybersecurity company Bkav didn't show the
earciment process, or how long # took from that poant to

wpening an (Phose X with the mask, in 2 new prool of

L concept, they appear 1o do both. A video shows the Face 1D
Researchers at Japan's National Institute of Informatics ONID han ! " »

) ) . ; facial recognitxon enrodment being reset. Then the

found that ingerprints can be easily recreated from photos taken up " 2 ,

researcher enrols his own face and seconds Later undocks it

three metres away withowt the need for advanced e N

with a mask made of a 3D-printed visage constructed of

s the pécture s choar and well dit, prinas can be mi
e ! o ! stome powder, with 2D-printed eyes stuck on
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Solving Ildentity Requires...

\ 4
What | Know What | Have What | Am

10
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A new service for customers to
manage their digital identity

Recent Activity

@ Identity Verified @ Informatiol

L

Users connect with their bank and other
trusted providers, layering information

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.

Enables safe and secure sharing
of personal information

Authos e o metion Sherng

Companies request information, users
review and approve for real time delivery

directly from trusted provider(s)

High assurance by combining
multiple factors, channels
and ID claims

What | Know

What | Have

What | Am

12



E
Name, Phone #,

Name, DOB, Account Duration,
Address, Account SIM Confirmation,

Duration, Phone # Location

Digital

Assets

A
i

Name, Address, DOB, ID#,
Age of Majority, Photo Credit Score

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.

Name, Address, DOB,

Digital
Asset
Providers
\
RBC

fl; Scotiabank
CIBC —

Desjardins

= Il
S O ROGERS
svmo ) ' — " TELUS
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Digital Assets & Destinations  JEZLEk:Y

Open
bank/

My Digital telco
Asset account My Places

Providers to Share

See my BRITISH
. Change O TIMRI A
% | medical address Mg O UNBIA
RBC : records E
eHealth
s Scotiabank BMO G ‘ \
ekl Y o CROGERS |NEE
. 0 B Prove Prove \: erson
-7 TELUS :gi“ age of . that | am University
F._ majority

C ROGERS L)

trusted oo |
\‘“\.):’ § scotiabank I ‘( Is ()

”*‘*idr(lin\ EQuUIFAxX TransUnion

Typically Banks, Telco, Government, Credit Agency,
Schools, Background Checks

14
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Verified Claims matter!

New account opening / new user onboarding

» Verify identity for simple service delivery

] ] Onboarding
Update customer account information

« KYC /financial services (accounts, loans, etc.
+ Update address information and contact details : : vi ( u )

« Sign up for direct deposit

Account Self-serve account registration

Maintenance Registration « For existing customers

Validate user eligibility

* Age and location verification for product
sales (across channels)

* Validate users on delivery of products

(including match to the original purchaser) Transaction Login / Authenticate returning users
« Background check for sharing/gig

economy, tenant screening Verification PUUIGLCTONIeEICI - Account login or recovery

* Authenticate customers for support

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 15



Where we are eritied

i+l
& Canada
& Finalizing system and testing with:

< Banks o © [ Desjardins g Janovat Bl e § scotiabank [[] Canada Trust
@ Telcos enstreamy Bel| O rocers = rewus

@ Insurance e

¢ Govermment N+l == Kl ™ Do e

@ Universities 9 ng Seneca A} §rEio

@ CreditAgencies eguisax Transunion”

Q

Others. Background Check, Birth Cert, Passport

& Q3 2018 commercial launch

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.
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It Has to Work Online

Millennial
Apartments

APPLY NOW

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 18
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We're here to help you
build your financial
future and live a bright,

healthier life.




-A A A+ | ABOUT | CONTACTADMIN | FEEDBACK | HELP

LOGIN

USERNAME

PASSWORD

FORGOT YOUR USERNAME?
FORGOT YOUR PASSWORD?

New to MyChart™? [t's easy to start

Please CLICK HERE for further information on how to
become a MyChart™ member.




REGISTRATION

Please choose the organization you are registered with:
WERRETWSSTYE S = Sunnybrook William Osler
Bwu est INSTITUT DE CARDIOLOGIE Health System
DE L'UNIVERSITE D'OTTAWA HEALTH SCIENCES CENTRE

The Ottawa | LU'Hopital . y
r“ Hospital | d'otiawa  >t-Michael’s MOUNT SINAI HOSPITAL . '«
4 Inspired Care. Inspiring Science. b g e e d

2 CIBC -
MyBANK LD 9 Desjardins

gﬁﬂg NAL % @ Scotiabank”

Michael Garron Hospital




Verified Me by SecureKey

‘ ‘ Please enter your mOblle ’ ; , ; To confirm your identity with Star
. i 1L g 4/ / Coverage, please click the link to open.
phone number, and remain 7, DAl

on the line.

In a few moments we will

send you a text message

with a link to create or verify
your Star Coverage account

using our digital identity
partner app, Verified.Me. )

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.



o Bl ¥ 3:50 PM + % 100% B

Cancel Request from @
STAR COVERAGE

STAR Please share your information
covemass  with STAR Coverage

Ready

By tapping Submit, you agree to share information
from the above sources with




e B0 9 350 Y3 VoLED

Done @& ca-star.demo.verifieam: C IV

Thank You!
Thank you. We have
You account information and

verified your identity | #l  your identity have now been
and policy details. fe?, 7 ,
Please stay on the B i STAR

COVERAGE

line, a customer , , :
1 i 7 7 S Vi g Please stay on the line while we
representative will L W i ] connect you to the next avaiable
. ' i / ustomer service representative
be with you shortly. / B S

J)

To request a caliback,
please click the button below.

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 25
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Customer Service Call Queue

Next Call In Queue

Richard Switzer
client 7899-025-458

ACCEPT



S L T

7 e
verified (i

In order to connect you
need to scan your Health

Card!

You are about to make a connection
to Verified Me. This will allow you to
provide Document information to
other Identity Consumers

1 What kind of information can | pronde?

Cancel Scan Document




You Are You

(0] . . .
acessing & Putting consumer in middle

an account

& Frictionless experiences

Consent & Strong ID Validation

and

signing * Multiple sources

& Strong Auth:

Storage * What | know
sharing  What | have
 What | am
Change * Privacy first

address

. "\, BUILTON
that | am N2 HYPERLEDGER FABRIC

trusted —

28
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Identity in the Present

SECURE

Central Credential Broker

Des;ardlns :
wall

PROS
. Easier to connect

BankofAmerlca
FARGO Biaiah dalnatio na
- —
. TITmT

0
E] i e
L]
S '

o Capifa'O;'w Honest but Curious
| . Single Point of
s Scotiabank C1BC
st Failure
CRBEIE(I)E}?;IQAL |/\| \0%) . Often requires or
VRBO \““)‘0 builds honeypots of
-~ TELUS . | data (big fraud
O ROGERS % targel)
ﬁ User Tracking
verizon’ Central mappin
\v" COMMERCE, RENTALS, i+ dppt' 9
- HEALTH, SOCIAL BUYING opens the data —
relying on controls

UTILITIES [ttt

Hydro s T
Quebec ELECTRIC

@m ‘f Kijit

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 29




Identity in the Future

Utilizing Strong Distributed Ledger Capabilities

Des;ardms

Banko”\merlca

7
E CHASE ©
S °

RBC

s Scotiabank ;’.‘L

" TELUS
O ROGERS

E:EWJ

-
S —
t—-’
UTILITIES [ty
Hydro prrp—
Quebec ELECTRIC
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B
- e

PROS
No Data visible to
network operator

i

No central database
or honeypots

111 No central point of

failure

Triple Blind —
PRIVACY

Cannot track user
across relying

i1 /\ \’o\to
O RN VA X
1 \“. 4

i

parties

Scalable
COMMERCE, RENTALS, Resiliency to DDOS
HEALTH, SOCIAL BUYING

@m ‘?‘ Kijit

| » HYPERLEDGER

[|om)|
“ll

!l
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Building the Future of Identity

& Resiliency against denial of service attacks

& No honeypots of data

& Consumer centric with a strong consent model

& Separation of Authentication and Attestation Service Providers

& Triple blind privacy matter — where Data Providers and Data
Consumers are blinded from each other and Broker Operator
can not observe data

& Standard - OAuth 2.0 / OpenlD Connect

& Needed Blockchain

31



BASIS FOR VERIFIED

PRIVACY ARCHITECTURE

Regulations, standards, guidance...

&NIST

& Privacy Enhanced ID Federation Building Block

& SP 800-63-3 Digital Identity Guidelines

& NISTIR 8062 An Introduction to Privacy Engineering and
Risk Management in Federal Systems

& Privacy by Design
& Global recognition

“GDPR
& Modifications took effect May 25, 2018

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.

Verified
Service

..........

Authorize Information Sharing




DHS DIACC PROJECT &
Verified.Me

‘ ‘ The Department of Homeland Security (DHS) Science & Technology Directorate (S&T) is

funding a project with SecureKey to help develop the framework of an identity ecosystem.
This partnership with Digital ID & Automation Council of Canada (DIACC) and the Command

Control of Interoperability Center for Advanced Data Analytics (CCICADA) ensures privacy
and security are of the utmost importance.

SecureKey's DHS S&T-funded research and development (R&D) work allows multiple
parties to strengthen authentication and provide identity attribute validation. This R&D award

is addressing the capability gaps S&T discovered in the current identity ecosystem and
DLT/blockchain implementations based on delving deeper into blockchain security and

privacy over the last couple of years. DIACC and SecureKey's model provides real-time data
from a source and could be safer than other approaches. This model, which allows great

usability and efficiencies, is coming soon to the U.S. , ,

— Anil John

Program Manager, Identity & Privacy R&D
DHS Science & Technology Directorate

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 33



Hyperledger, a Linux Foundation Project [N ke,

sl Gasos Sl oo
= Announced by The Linux Foundation on December 17, Premier -
2015 with 17 founders, now over 130 members - v—
. FUNTS S 2241 'inieD
= Hyperledger is an open source and openly governed ) =
collaborative effort to advance cross-industry blockchain e B° TV G
technologies for business, hosted by The Linux
Foundation. General
» Hyperledger Fabric is a blockchain framework O as W iree 8 - -
. . . blog [— Q wo g o o NEX wowon
implementation and one of the Hyperledger projects, e - NP p—
intended as a foundation for developing com T
applications/solutions with a modular architecture cmm A cmmg = < ony 8
kil TR " S '
N ..;:-. A @ v - I
Enable adoption of shared ledger technology at Associate
a pace and depth not achievable by any one NP —
company or industry e
www.hvperledgerorg

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 34


http://www.hyperledger.org/

APPLICATIONS
End capabilities such as account opening, proof age of majority,

change address, open a new telecommunications account, prove
| am trusted, view medical records and much more!

Attribute Sharing Framework with Privacy
Digital Asset Provider adapters and Digital Asset

3 SECUREKEY + VERIFIED.ME

Consumer adapters
Fraud Management, Billing, Recovery, Application
APIs, openlID connect and more!

IBM
On top of Hyperledger, IBM provides great
tools for management and support.

HYPERLEDGER

Hyperledger is a solid foundation with smart
contracts, channels and performance

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.

secuns@

Verified.Me

If you are building a
project on Hyperledger,

talk to US to learn how to

use the capabilities we

have built out of the box.

35



Key Technology Principals

- Efficiency — to onboard partners fast
and manage project costs and

timelines.

- Standards — to enable interoperability
with different existing technologies.

- Security — to protect the network from
unauthorized use and rogue attacks.

- Collaboration — to build collective
value and manage collective risks.

36
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Decentralized Audited Brokering
With Privacy secure @)

End User
z ﬁﬁ\

<4
4y

\
\
e
L\
\
,,

Digital
Asset
Consumer

(App)

Digital
Asset
Provider

Only user-authorized information
& digital assets are delivered

» Every consent is recorded

 Fully auditable for regulated
environments

» No central database or honeypot

 Data segregation without SPOT

» Digital assets encrypted to
prevent network snooping

User protected by highly trusted
entities such as Fls

User Authenticating prior any
transaction

Data integrity maintained
‘Blinding’ in system prevents user
tracking

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 37



Network Participants

QR

QR

Digital Asset
Provider

I Digital Asset
I Consumer

In POC components inside
blue border are hosted by
SK

Verified.Me
DAC
Adaptor

Verified.Me
DAP
Adaptor

Verified.Me
Network

O

Verified.Me Verified.Me

Verified.Me Verified.Me

|

|

|

| DAC DAP DAC DAP
|dentity Providers : I
Digital Asset Consumers I " | | Application :
Relying Parties I Application l | services I

I services I I l

I I I S . --------J Jilll Il I BN NN DN DD DN DD DD D DN BN B .

Digital Asset Provider, Consumer and network operator Digital Asset Provider and Consumer

S (OpenlD Connect and

RESTful API

—— \/erified.Me
components

38
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Easy way to Integrate for DAPs

and DACs

Data Providers Data Consumers
OIDC for authentication - RESTful API for data request
RESTful API for data transfer and feed

. All data encryptionisdoneby  * All data decryption and
DAP adapter request communication is

done by DAC adapter

39



& \Web-API provides major functions
against the Network.

¥ No need to implement complex clients
or functions.

& Ensures data is processed properly
before being submitted to the Network.

& Minimalizes jmpact on existirI;Jq DAP
J

systems and processes. DAP just
manage the User’s network ID.

@ Different Adapters for the different
functions.

& DAP /DAC / Reporting tools / Admin
tools are all independent, but follow

same model.

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.
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Q

OAuth 2.0 / OpenlID Connect user
authentication protocol.

HTTP + JSON API to AppHost.

& From Verified.Me App and
Verified.Me Network.

Cryptographic message signatures
in JWS [rfc75195].

gRPC protocol to network with no
special RPC stack required.

TLS communication security.

40



The Power of the Network

INSURANCE:

Access records
Solve the double
spend

Identity
15,“> . Authentication
Ontario

Data Sharing

Desjardins
HEALTHCARE:

Patient Access, r
Consent for Trials BF . o
Share my Data § Scotiabank UNSWIC

o SHARING
NATIONAL .
BANK ECONOMY:

Saskatchewan |
P

UHN e
Kiyii

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.
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Ecosystem Progress Service

wil ROGERS ¥ 313 PM ¥ 43% ¢ ROGERS ¥ 313 PM $ 43% s {

o po Back Select your bank & Add Connection IS Services
@ Verified.Me

Please select the connection you would like to
@ add:
OO0 w e
ilabl i
BMO CIBC Available Connections

Desjardins

/3D AP .
e o E ADP is a Verified Service partner + Things You Can Do
~ ) My Credit Bureau
. My Credit Bureau is a Verified Service partner +
Welcome To Verified.Me My Bank NetionslBank  Royal Bank
‘- Equifax
Ne are partnered with all of Canada's major g q, ) ) ) + Apartments Rent
‘ Equifax is a Verified Service partner Apartments Rent is a Verified Service pariner

provide you with a unque and haghly

vay for vou Lo prove vour identity E E Driver's Licence +

Driver's Licence is a Verified Service partner p—— Car Reservation
¥, In person and on the phone CorBmerseses  Car Reservation Is a Verified Service pa
Scotiabank TD TD2

J Verizon
Get 2 w1 nex
. ‘3 Test Harness
- v .

Sign Up e e o

ry and Confidential. 42

| have a Verified Me profile @






Credit & Bank e T New Account Creation and
Verification for KYC Digital signature
Eligibility Checks (Age, Heath Records
Address, Email, Device) > Validation and Access
@ Verified.Me
Account Information V Soreh smi
Updates (Address Info @ Sarah Smith Account Recovery + CS
bank details, Account #s) V' Jonuary 1, 1960 Support Verification
J 'l’;‘rl;hsmi(h@gmoil.mo
Drivers License J siél‘;rfongé ';St., Suite 501 .=. GOV.ernrmnt CRA/ Birth
and Passport ' Il / Certificate / SIN
n
/

44
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A new service for customers to
manage their digital identity

Recent Activity

@ Identity Verified @ Informatiol

L

Users connect with their bank and other
trusted providers, layering information

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.

Enables safe and secure sharing
of personal information

Authos e o metion Sherng

Companies request information, users
review and approve for real time delivery

directly from trusted provider(s)

High assurance by combining
multiple factors, channels
and ID claims

What | Know

What | Have

What | Am

45



Your identity In
your control.

©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential.



THANK YOU!

Greg Wolfond Salavat Nabiev,
Chief Executive Officer Solutions Engineer

greg@securekey.com A Salavat.Nabiev@securekey.com
@wolfond = 7 @securekey

SECURE@
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& This document contains information that is the property of SecureKey
Technologies Inc. (SecureKey). All information contained in this
document is confidential and proprietary to SecureKey.

& Please note that any disclosure, distribution, or copying of this
document or the information in it is regulated by a confidentiality

agreement with SecureKey. The document and information may not
be copied, distributed or recorded in any electronic, physical, or other
medium without the prior express written permission of SecureKey or
otherwise in accordance with the confidentiality agreement.
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