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ALL ROADS TO A SUCCESSFUL
DIGITAL FUTURE GO THROUGH

SECURITY




7 Billion

Internet users




o
3.2 Billion

(+50% by 2020)

Social Media users




270 Billion

(in 2017)

EFmails sent every day




o
55 Billion
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loT devices




$445/652 BILLION A YEAR

LOST TO CYBERCRIME




CYBERCRIME

SCALE LOCATION  IMPACT VOLUME ATTRIBUTION

Crime-as-a-Service No geographical Millions of computers 285,000 Out of reach,
Anybody can be proximity between attacked in seconds new malware easy fo hide
a cybercriminal crime and perpetrator every day encryption
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THE WORLD USED TO BE RULED BY SUPERPOWERS
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4 SUPERFORCES

MOBILE

TECHNOLOGY

CLOUD
COMPUTING

INTERNET
OF THINGS

MACHINE
LEARNING

AND

ARTIFICIAL
INTELLIGENCE




Encrypting and/or packing files to
obfuscate them from securty
software

Hosting
(Bulletproof)
Dedicated/sharedvirtial hosting

which may be non-compliant 10 law
enforcement requests

Automatic Vending
Cart (AVC)
Automated ‘click and-buy’ websites

Selling COmMpromsec data Mypcatly
credit card data)

I‘l Reselling (Data)

Counter Anti-Virus

A epios

A data vendor who buys bulk
(compromised) It and re-selts it
in smalier volmes

determine If they are detected by
commercial aathvirus products

Rirsearch or Gesign of expions 1o
uUSE WANEADIDES 1N DOWSEs.
a0 other SOtware in 0108t 10
rstall malware

Online bulletin boards used as moeting
place and markats by cyber criminals
10 3 Droducts/services.

)

& Carding

E Transiation

Using COmOMOmisad credit Cards 1o
fraudulently purchase goods and
senvices

Tronskation Into @ VREY Victims.
native tongue 10 INCrease
authenticity and attack Success

=8

s il Codne

'.' Pay-Per L

Authoring/creating malware for use

by others such as Trojans, RATs, etc ]

Paid for cach downioad and launch
of  chents software/malware

Provision of generic and countrycode
Top Level Domaing (g1L0s and
ceTL0s)

A

& Mules/Drops

Provide accounts o 30dresses for
the receipt of stoken of iraudulently
Obtained goods of funds

Malware Deployment

E Traffic

& Mule Herding
Recr

uits and runs teams of mules

Deploying/running maware to
create botnets, harvest data, gain
unauthorised acoess, etc

A service directing vistors © a
specific (typcally compromesexd/
ntected) wetrsite

VPN / Proxy Services

AnOnymISIng services which
masks & user's original I aadress
and can encrypt theis intermet
rratfic

v

! IDs

—

Py Spam

Inject Writing
e

Denial of Service (DoS)

[ M

Currency Exchange

Exchange between virtual and
other (vietual or flat) currencies

Fake of fraudulently coLaned
ENENE COCUMENtS 10f USe in Iraud

Mass distribution of unsolicied

which often contain makcious
payloads or links

COMMUNICAtIONS (emad, SMS, e1c.)

Custom injects which aow
malware users o modify specific
webpages 10 exteact o add
200ib0nal data

[ web Design
—

Production of web content by 3
Suitably shilled Oesigner

Blocking legtimate access o
victin website/ serve Dy floodng it
with traffic

Mixer / Tumbler

A MOy Luncerng service which

hides a virtual currency financial

trail by pooking and redistributing
chients funds

Secure Communications

Secure (@8 encrypted, undogged
madl and/or Instant messaging

Cross-Crime Factors
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MEET THE TEAM

GROUP LEADER
TECHNICAL MONEY

SERVICES SERVICES

& &

Virus Programmer Spammer Head of the Money Services

Traffic e
Seller ey Downloader
&

Malware Packing

DISTRIBUTIO Money Mules Manager

System Administrators /
m @m / Money Mules
' : / § §
— T

NETWORK CASH OUT SCHEMES
INFRASTRUCTURE

OFFICE HOURS: 9-5 OFFICE PARTIES MONTHLY SALARIES



L T

ADVERSARIES Y CASSETS
INTENT VULNERABILITIES
TOOLS, 7 ."\CQNTROLS




We are fighting 21+ century crime with 19" century legislation

Internet makes crime simple due to easily accessible tools
provided on the DarkNet as Crime-as-a-Service

No Risk No Crime reduction

Attack vectors multiply and awareness of (new/old) users of
Internet tools at a very low level

Lack of competence/capacity in the overall security environment
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NO TRUST BETWEEN NATION STATES
AND LAW ENFORCEMENT

NO COOPERATION IN ANY FIELD TO
PREVENT, PROTECT AND PROSECUTE CYBERCRIME

COUNTER INTELLIGENCE AND ‘SPY” ACTIVITY IN CYBERSPACE
CONFUSED WITH CRIME AGAINST THE AVERAGE
POPULATION, BUSINESS, ACADEMIA AND GOVERNMENTS



GLOBAL CENTRE

FOR CYBERSECURITY




GLOBAL CENTRE
FOR CYBERSECURITY

Shaping the Future of Global Security

Utilising our Neutrality and Independence




REDUCE

the global
attack surface




CONTAIN

the impact of
global cyber attacks




DETER

organised
cybercriminal networks
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